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LOGIN PAGE

Enter Username and Password to login

%V/\LKYRIE m
comooo

Welcome to Valkyrie

Login to your account

& premium _academia@comodo.com

[ Remember tae [soun» |

Don't have an account yet ? Create an account
Forgot your password? Click here

SIGN UP

1. Click on the link “Create an account”

%V/\LKYRIE m
comooo

Welcome to Valkyrie

Login to your account

& premium _academia@comodo.com

[ Remember e [ o s |

Don't have an account yet 7 Create an account
Forgol 0rd? Click here
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2. Click on the button “START SUBSCRIPTION FOR FREE”

% VALKYRIE m
r comooo

Welcome to Valkyrie

FREE (Basic) PREMIUM
SR sl it functiorilty

0o000O0O
oo0o0o0cO0O0

smarsusscrron o e =

3. Enter data for the related fields “First Name” , “Last Name” , “Email”,
“Password” , “Re-Enter Your Password”

4. Click on the check box with text “I agree with the Terms and Conditions”

5. Click on the button “SIGN UP”

% VALKYRIE m
comMono

Welcome to Valkyrie

Sign Up

Enter your account details below:

& first_name_1

& last_name_1

= academia_user@comodo.com

6. You log in Valkyrie
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VALKYRIE
comooo

Automated Analysis System

f you have a Portable Executable (PE) file (.exe. .dll, .5ys etc) that you would like to be analysed, please upload it using the form below. <o
dlisplayed in the 'Static and Dynamic’ tabs. Users will also see an ‘overall security verdict for the file prominently isplayed at the top of the page.

DOWNLOAD UNKNOWN FILE HUNTER &

Total # of files Total# of Clean Total # of Unknown  Total # of Malware Total # of PUA Total # In Human Expert Analysis
o

nds, detailed detection results will be

YOUR RECENT ANALYSIS REQUESTS

i Al Proucs .

show 25 v entries search

File Name Path SHAT Last Activity + Final verdict Human Expert Verdict Human Expert Analysis Status Actions

No matching records found

Showing 1 to-1 of -1 entries €

UPLOAD FILE TO VALKYRIE

1. Click on “Upload New File” button

VALKYRIE
comooo

Automated Analysis System

f you have a Portable Executable (PE) file .exe. .dll, 5ys etc) that you would like to be analysed, please upioad it using the form below. conds, detailed detection results will be
displayed in the ‘Static’ and Dynamic’ tabs. Users will aisa see an ‘overall security verdict for the file prominently displayed at the top of the page.

DOWNLOAD UNKNOWN FILE HUNTER &

Total # of files Total# of Clean Total # of Unknown  Total # of Malware Total # of PUA Total # In Human Expert Analysis
0 ] 0 0 0

YOUR RECENT ANALYSIS REQUESTS

i Al Proucs .

show 25 v entries search

File Name Path SHAT Last Activity + Final verdict Human Expert Verdict Human Expert Analysis Status Actions

No matching records found

Showing 1 to-1 of -1 entries €
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2. Click on the button “SELECT FILE” on the pop-up window

| VALKYRI§ Anabze File
. comoad {
I =
Automated Analys| e
If you have a Portable Executab d detection results will be
displayed in the "Static’ and Dyt .
or

YOUR RECENT ANALYSIS REQUESTS ) Total #u;Ma?ware Total #D\:fPUA Total 2 In Humag Expert Analysis

My All Products v
Max File Size is 25.00 MB.
Show 25 v entries Search:
File Name path SHA Last ot Analysis Status Actions
m records found
Showing 1 to -1 of -1 entries < s

Automated Analysi

H you have a Portable Executab d detection results will be

) Total #of Malware Total # of PUA Total # In Human Expert Analysis

YOUR RECENT ANALYSIS REQUESTS

My All Products .

Show 25 v entries Search:

- |

Max File Size is 25.00 M8,

File Name Path SHA1 Last Atueny - / enpert Analysis Status Actions

Mo matching records found

Showing 1 to -1 of -1 entries < | »

© Valkyrie, Comado Group, Inc. 2017. Al fights reserved. v1.20.0
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4. Analysis is triggered.

VALKYRIE
como0o

summary  StaticAnalysis  DynamicAnalysis  Precise Detectors  File Details

File Name:

File Type

SHA1
MDS:

Number of Clients Seen: 0

Human Expert Analysis Result: No human expert analysis verdict given to this sample ye

Analysis Summary

ANALYSIS TYPE DATE VERDICT

Signature Based Detection 2017-08:22 17:15:08 No Match

5. Click on Valkyrie button after analysis is done to be directed to dashboard

SN,
=4 VALKYRIE

\- comooo

6. The file analyzed is dropped to dashboard

VALKYRIE
comooo .
Automated Analysis System

1 you have & Portable Executable (PE) file (exe, .
displayed in the ‘Static' and Dynamic tabs. Users wi

d like to be analysed, please upload it using the form below. Within seconds, detailed detection resuits will be
security verdict for the file prominently displayed st the top of the page.

DOWNLOAD UNKNOWN FILE HUNTER &

Tousl ® of fles Total # of Clean Total # of Unknown Total # of Malware Total # of PUA. Total # In Human Expert Analysis
1 o 1

YOUR RECENT ANALYSIS REQUESTS 0 N 0

My All Products A FLTERT

Show 25 v entries search:
File Name Path SHA1 Last Activity v Final verdict Human Expert Verdict Human Expert Analysis Status Actions
9MSy3xoh.exe Not Available 426906¢80231681b597ddfc327a8..  2017-08-22 17:15:03 No Threat Found Not Ready In Queue o @ @

Showing 1 to 1 of 1 entries

yrie, Comade Group, Inc. 2017. All ights reserved. w1
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SHOW INFO OF FILE

1. Click on the button “View Info”

VALKYRIE . n
comMooo F e

Automated Analysis System

i you have 3 Portable Executable (PE) file (:exe, .dll, .sys etc) that you we
displayed i the “Static’ and Dynamic’ tabs, Users will also cee an ‘over:

d like to be analysed, please upload it using the form below. Within seconds, detailed detection results will be
curity verdict for the file prominently displayed at the top of the page.

DOWNLOAD UNKNOWN FILE HUNTER &

YOUR RECENT ANALYSIS REQUESTS Total # of files Total# of Clean Total # of Unknown Total # of Maware Total # f PUA Total # In Human Expert Analysis

[] 1 '] ] 1
My All Products .

Show 25 ¥ entries

Search:

File Name Path SHAT Last Activity v Final Verdict Human Expert Verdict Human Expert Analysis Status Actions

omsy3xoh.exe Not Available 426906¢80231e81b5970dfC327aSE..  2017:08-22 171503 No Threat Found Not Ready in Queue

Showing 1 to 1 of 1 entries

2. You are get_info page of the related file , to see all info of the related file
click on “Static Analysis” , “Dynamic Analysis” , “Precise Detectors” , “File
Details”

coMooo

al Verdict

Number of Clients Seen: 1

Last Analysls Date:

Human Expert Analysis Result: Ho human ex o this sample yet.

Verdict Source: Va:

rie Automa

Analysis

Analysis Summary

ANALYSIS TYPE DATE VERDICT

re Based Detection 2017-08-22 17:47:31

jis Querall Verdict

Mo Threat Found

Dynamic Analysis Overall Verdict No Match

Precise Def

rs Qverall Verdict 2017-08-22 17:17:31

File Certificate validation 2017-08-22 1417:31 Not Applicable

006060

up, Inc. 2017. A
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DOWNLOAD PCAP FILE OF THE RELATED FILE

1. Go to get_info page of the file by clicking the button “View Info”

VALKYRIE . n
comMooo F

Automated Analysis System

If you have a Partable Executable (PE) file (;exe, .dll, .sys etc) that you would like to be analysed, please upload it using the form below. Within seconds, detailed detection results will be
displayed in the “Static’ and Dynamic’ tabs, Users will also see an ‘overall security werdict for the file praminently displayed at the top of the page.

DOWNLOAD UNKNOWN FILE HUNTER &

YOUR RECENT ANALYSIS REQUESTS Total # of files Total # of Clean Total # of Unknown Total # of Maware Total # f PUA_ Total # In Human Exper

[] 1 '] ] 1
My All Products .

Show 25 ¥ entries

nalysis

Search:

File Name Path SHAT Last Activity v Final Verdict Human Expert Verdict Human Expert Analysis Status Actions

omsy3xoh.exe Not Available 426906¢80231e81b5970dfC327aSE..  2017:08-22 171503 No Threat Found Not Ready n Queue

Showing 1 to 1 of 1 entries

Click on the button “Download Pcap File”

VALKYRIE S R n

comMooo

Summary

File Name: 9l

File Type:

SHAT: 62

MDS: af Valkyrie Final Verdict
First Jtan hour ag

Number of Clients Seen: 1

Last Analysis Date: 20

about an hour ago )

Human Expert Analysis Resul

No human expert analysis
Verdict Source: Valky

utom

Analysis Summary

ANALYSIS TYPE DATE VERDICT
17:31 Mo Match
Static Analysis Overall Verdict 7.3 Mo Threat Fou

Dynamic

is Overall verdict

Precise Det:

Qverall verdict 2017-08-22 1

File Certificate Validation 2017-08-22 14:17:31 Not Applicable

006060

ALL RIGHTS RESERVED. 9/11
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3. Pcap File is downloaded

Static Analysis Dynamic Analysis Precise Detectors File Details

File Name: 9MSy3xoh.exe

File Type: PE32 executable (console) Intel 80386 (stripped to external PDB), for M5 Windows
SHAT: 426906c8d231e81b597ddfc327a8fb627bada379e

MD5: 93890fa31e162295265f13e15b67ddaf

First Seen Date: 2017-08-22 17:17:31 ( about an hour ag0)

Number of Clients Seen: 2

Valkyrie Final Verdict

Last Analysis Date: 2017-08-22 17:17:31 (abeut an hour ago )
Human Expert Analysis Result: No human expert analysis verdict given to this sample yet.

Verdict Source: Valkyrie Automatic Analysis Overall Verdict

Analysis Summary

ANALYSIS TYPE DATE VERDICT
Signature Based Detection 2017-08-22 17:17:31 No Match

static Analysis Overall verdict 2017-08-22 17:17:31 No Threat Found
Dynamic Analysis Overall Verdict 2017-08-22 17:17:21 No Match
Precise Detactors Overall Verdict 2017-08-22 17:17:31 No Match

File Certificate Validation 2017-08-22 14:17:31 Not Applicable

© Valkyrie, Comode Greup, Inc. 2017. All rights reserved. v1.20.0

B| 426906c8d231e8..pcap ~

SHOW RESULTS OF PRECISE DETECTORS

1. Click on the button “View Info” of the related file

£ VALKYRIE ' 0
comono u
Automated Analysis System

f you have a Portable Executable (PE) file (exe, .dll,
displayed in the 'Static’ and Dynamic’ tabs. Uses

o) that you would ke to be analysed, please upload it using the form balow, econds. detailed detection resu!
security vert spl

also see an ‘overal dict for the file prominently displayed at the top f the page.

YOUR RECENT ANALYSIS REQUESTS Total # of lles Total # of Clean  Total # of Unknown Total # of Malware Total # of PUA Total # In Human Expert Analysis

2 [] 1 1 o 1
- !

show 25 v entries Search

File Name Path SHA1 Last Activity w Final verdict Human Expert Verdict Human Expert Analysis Status. Actions

00fe5502ddf2fcc006ciIdSf404B6227386c3..  Not Avallable 00fe559addf2fcc006c0dSA04E...  2017-08-22 18:52:03 Malware 4 @

oMsyBeon.exe NotAuaiable  426906CBAZ31eBIbSOTANICIZT.. 20170822 17:1503 NoTheatFound | NotReady n Quese 000
Showing 110 2 of 2 entries <

ALL RIGHTS RESERVED. 10/ 11
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2. get_info page of the related file is opened. Click on the tab “Precise
Detectors” , Precise Detectors Analysis Result is displayed

Dynamic Analysis | PreciseDetectors File Details

Precise Detectors Analysis Results

DETECTOR NAME DATE VERDICT REASON

tatic Precise PUA Detector 1 2017-08-22 18:38:28 PUA ¥¥ Application. Win32.BrowseFox®5
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